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Abstract—In this paper we provide a novel framework to assess
the vulnerability/robustness of a network with respect to pairwise nodes’ connectivity. In particular, we consider attackers that
aim, at the same time, at dealing the maximum possible damage
to the network in terms of the residual connectivity after the
attack and at keeping the cost of the attack (e.g., the number
of attacked nodes) at a minimum. Differently from previous
literature, we consider the attacker perspective using a multiobjective formulation and, rather than making hypotheses on
the mindset of the attacker in terms of a particular tradeoff
between the objectives, we consider the entire Pareto front of nondominated solutions. Based on that, we define novel global and
local robustness/vulnerability indicators and we show that such
indices can be the base for the implementation of effective protection strategies. Specifically, we propose two different problem
formulations and we assess their performances. We conclude the
paper by analyzing, as case studies, the IEE118 power network
and the US airline network as it was in 1997, comparing the
proposed approach against centrality measures.
Index Terms—Critical Infrastructures, Network Robustness,
Critical Node Detection, Attacker Behavior

I. I NTRODUCTION
Critical Infrastructures (e.g., telecommunication or transportation networks) are exposed to the threat of cascading
failures, that may lead to the complete or partial halt of the
services provided to the community, with dramatic and often
life-threatening consequences [1], [2].
In order to reduce the risk and mitigate the consequences
it is mandatory to identify effective formalisms to represent
dependencies (e.g., see [3]), to devise effective protection
strategies and, in particular, to prioritize the protection of the
different sites and components. To this end, it is fundamental
to identify adequate metrics and indicators, by evaluating
comparatively the criticality and the vulnerability associated
to different elements, especially in highly heterogeneous contexts. A typical strategy to obtain such metrics is to simulate
the effect of negative events in order to provide insights on
the most critical elements, for which protection has to be
raised. In particular, a well established approach is to focus
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on intentional attacks, considering a rational attacker that
aims at maximizing the damage. Among other approaches,
it is worth mentioning methods to estimate the resilience of
infrastructure networks, based on (constrained) optimization
problems [4]–[12], bi-level optimization frameworks [13],
[14] and network spectral analysis [15], [16].
Since the pioneering works about complex networks in
the first 2000s (e.g., [17], [18]), it has become clear that
attacks that take into account the topological structure of a
network may have dramatic consequences. In fact, knowing
the topology of the network, an attacker is able to select more
effectively the target sites, increasing the damage dealt while
keeping the number of attacks at a minimum (see [19]–[23]
for recent works on the topic). In particular, the Critical Node
Disruptor (CND) problem [4]–[6] showed its effectiveness.
Within the CND problem, an attacker targets some of the nodes
in the network (removing them and all their incident links)
with the aim to minimize the pairwise connectivity (PWC)
[24], that is, the number of pairs of nodes that are connected
via a path after the attacked nodes have been removed.
Specifically, the CND problem assumes that up to k nodes
can be attacked. Such an approach, however, requires a large
number of Boolean decision variables [6] and a number of
constraints that can be non-polynomial in the number of nodes
of the network [5]; these factors limit the applicability of such
a methodology. In [25] a dual problem is addressed, namely
Cardinality Constrained Critical Node Detection Problem,
which constraints the largest connected component to be
smaller than a user-defined value; the objective is to minimize
the number of attacked nodes required to fulfill this constraint.
In [8] the authors argue that the attacker decision process is
intrinsically a multi-objective problem. They suggest improvements where not only the pairwise connectivity, but also the
variance in cardinality among the connected components is
minimized, i.e., the dimension of the “islands” obtained after
removing the k nodes. Such an approach, however, suffers
the same drawbacks of the standard CND. Moreover, the
two objectives are “scalarized”; such a scalarization is highly
dependent on the specific priority between the objectives for
the attacker, and thus it has limited validity, especially when
the attacker behavior is not known a priori. A similar path is
followed in [9], where the size of each connected component
obtained as a result of the attack is constrained to be below a
given bound. Other related approaches in the literature include
frameworks based on the concept of critical links, i.e., those
links that, if removed cause a relevant degradation of some
connection-related index such as the average inverse geodesic
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length [26] (i.e., the sum of the inverse of the shortest paths
among any pair of nodes). In [10], the authors provide a
formulation where the attacker is not constrained to target
a fixed number of nodes, and aims at dividing the network
in a predetermined number of components while having two
conflicting objectives: minimize the number of attacked nodes
and minimize the size of the largest component; such an
approach is further extended in [12] by considering a convex
combination of three objectives. The approaches in [10] and
[12], however, considering a scalarized objective function,
suffer of the mentioned drawbacks.
A. Contribution
In this paper we introduce a framework for assessing the
structural vulnerability of a network in terms of pairwise
connectivity after an attack. In a nutshell, the main contributions of this paper are as follows: 1) We develop a novel
multi-objective framework to solve the Critical Node Detection
problem. Our formulation has remarkably less variables and
constraints with respect to the state of the art, yet it is more
rich and descriptive, as it does not impose scalarization of
the different objectives; 2) We provide novel metrics to assess
the robustness of the network as a whole and the criticality
of its nodes, based on the Pareto front that represents the set
of most effective tradeoffs in the objectives. Specifically, we
show that the are area underlying the Pareto front of the set of
solutions is a global measure of robustness/vulnerability, while
the frequency of attack of a given node of the network in the
solutions in the Pareto front is a measure of criticality of that
node; 3) We show that the node criticality index developed
in this paper is an effective guide for the decision maker
in deciding how to allocate resources in order to protect the
different nodes; the result of the proposed strategy is that the
attacker has no more particular preference in attacking the
most critical nodes.
Let us now discuss in more detail the contributions of
this paper and how such contributions position themselves
with respect to the state of the art. As discussed above,
previous literature typically focuses on optimizing a convex
combination of some objectives, but in this way the result
has little generality as it is tailored to a particular attacker
(e.g., an attacker with large economic resources or an attacker
with limited budget). In the proposed approach we aim at
considering all possible combinations of the objectives. Thus,
instead of inspecting the behavior of a particular attacker, we
adopt a multi-objective perspective and we seek the set of
most effective attack patterns, i.e., the set of non-dominated
solutions. By analyzing such patterns at once, and by looking for recurring schemes within such strategies, we devise
novel global and local robustness/vulnerability metrics, i.e.,
we characterize the robustness of the whole network and the
comparative robustness of its elements. Specifically, we take
the standpoint of an attacker that aims at disrupting some of
the nodes in the network, in order to achieve two conflicting
objectives:
1) minimize the degree of connectivity in the network;
2) minimize the cost of the attack.

To model the degree of connectivity in the network, we take
into account the pairwise connectivity (see Section II-C). As
for the cost of the attack, we assume each node in the network
has a specific cost which, for instance, may depend on the
monetary cost of attacking that specific node, on the actual
degree of security of the target, or on a combination of the
above factors. Based on such an attacker model, we develop
a multi-objective optimization (MOO) problem.
Notice that most approaches in the MOO literature attempt
to provide a single solution based on the set of solutions
in the Pareto front (i.e., the set of solutions such that no
other solution is better with respect to all the optimization
criteria) according to different techniques such as linear combinations [27] or other nonlinear techniques [28], [29]. Other
approaches, instead, involve the decision maker in the process,
by considering also his/her preferences [27], by demanding
the choice of the best solution to the decision-maker [30], or
considering interactive procedures [31].
In this paper, instead of determining which nodes are critical
with respect to a specific balancing of the objectives, we focus
on an holistic approach by providing both global and local
robustness/criticality metrics that depend on the entire set of
solutions in the Pareto front, thus encompassing a broad range
of attacker behaviors.
The Pareto front is thus the starting point to define two novel
indices that characterize the global robustness of the network
and the criticality of the nodes: I) Global robustness index:
we take the area under the curve that connects the solutions
in the Pareto front as a measure of the overall robustness of
the network. In fact, the larger is such an area, the higher
is the value of the objectives associated to the solutions in
the Pareto front; hence, high values of the global robustness
index correspond to networks where the attacker is not able
to deal large damage, or deals large damage only at a great
cost. Conversely, when the area is small, the attacker is able
to deal large damage with a small effort. II) Node criticality
index: nodes that are critical to the connectivity of the network
are likely to be selected as target by the attacker in several
solutions belonging to the Pareto front. Based on such an
intuition, we assess the criticality of a node in terms of
the fraction of solutions in the Pareto front in which such
a node is attacked. Notice that the area under the Pareto
front is not a novel concept in the multi-criteria optimization
literature, see for instance [32], [33]. Such an index, however,
is typically used as a measure of the quality of stochastic
approximation algorithms, since the smaller is such an area,
the smaller, overall, is the cost of the solutions in the Pareto
front. Applying such an index as a measure of robustness can
be regarded as a novel aspect of our approach. Furthermore, by
identifying recurring attacked nodes in the solution space of
the Pareto front, a novel measure for the criteria criticality
is introduced. Given the complexity of solving the MOO
problem exactly, especially for large instances, we resort to an
approximation technique. We use the MIDACO optimization
software which implements an extension of the evolutionary
Ant Colony Optimization meta-heuristic [34] and which has
been developed especially for highly non-linear real-world
applications. See [35] or [36] for a focus of the performance of
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MIDACO software with respect to the state of the art. In order
to validate the proposed approach, we compare our metrics
with respect to classical centrality measures and we consider
as case studies two realistic networks, the IEEE118 power
network [37] and the US airline network as it was in 1997
[38].
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The outline of the paper is as follows: in Section II we provide
some preliminary definitions; in Section III we provide two
interchangeable multi-objective formulations that model the
attacker’s behavior; in Section IV we define the proposed
robustness/vulnerability metrics; results and discussions are
collected in Section V with the aim to validate the proposed framework; some conclusive remarks are collected in
Section VI; finally, we give the proofs of theorems and
propositions in the Appendix.
II. P RELIMINARIES
A. General Preliminaries
In the following we denote by |X| the cardinality of a set X.
Moreover, we denote vectors via boldface letters, and we use
km to indicate a vector in Rm whose components are all equal
to k. Finally we denote the sign of x ∈ R by sign(x); moreover,
we denote by sign(Y ) the entry-wise sign of a matrix Y , i.e.,
a matrix sign(Y ) having (i, j)-th entry that corresponds to
(sign(Y ))i j = sign(Y i j ).
B. Graph-related definitions
Let G = {V, E} be a graph with n nodes V = {v1 , v2 , . . . , vn }
and e edges E ⊆ V × V , where (vi , v j ) ∈ E captures the
existence of a relation between node vi and node v j . A graph
is complete if there is an edge between any two nodes. We
denote a complete graph with n nodes by Kn .
A path over an undirected graph G = {V, E}, starting at a
node vi ∈ V and ending at a node v j ∈ V , is a subset of links
in E that connects vi and v j .
An undirected graph is connected if for each pair of nodes
vi , v j there is a path over G that connects them. A connected
component is a connected subgraph Gi = {Vi , Ei } of G (i.e.,
Vi ⊆ V and Ei ⊆ E) such that, over G, no node in Vi is
connected to a node in V \Vi . The adjacency matrix of a graph
G is an n × n matrix A such that Ai j = 1 if (v j , vi ) ∈ E and
Ai j = 0 otherwise.
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Fig. 1. A sample graph before and after an attack that disconnects node v5 (in
red). The original graph G (panel (a)) is connected, hence all pairs of nodes
are connected by a path and nPWC(G) = 1. The graph G0 after the attack
(panel (b)) is disconnected in three connected components (one component
corresponds to the isolated node v5 ), and the resulting normalized pairwise
connectivity is nPWC(G0 ) = 7/21.

where p(vi , v j ) is 1 if the pair (vi , v j ) is connected via a path
in G, and is zero otherwise.
Figures 1a and 1b report the PWC for a sample graph before
and after the removal of all links that are incident on a specific
node, respectively; it can be noted that the removal of just few
edges causes a massive reduction of PWC.
We point out that PWC(G) is monotone non-increasing with
respect to edge removals, since the removal of an edge can not
increase the number of pairs of nodes connected by a path.
Moreover, we note that, if Gcon is a connected and undirected
graph then all its pairs of nodes are connected by a path and
it holds PWC(Gcon ) = n(n − 1)/2. Therefore, we define the
normalized pairwise connectivity nPWC(G) as the fraction
of unique connected pairs of nodes with respect to the total
number of pairs of nodes, i.e.:
nPWC(G) =

PWC(G)
1
=
PWC(Gcon ) n(n − 1) v ,v
i

∑

p(vi , v j ); (2)

j ∈V,vi 6=v j

clearly, it holds nPWC(G) ∈ [0, 1]. The above index is a
convenient way to represent the degree of connectivity in a
graph G that is not connected, as it is straightforward to note
that nPWC(G) = 1 if and only if G is connected, while, when
nPWC(G) < 1, such an index can be regarded as a measure of
the degree of connectivity of G, i.e., the larger is nPWC(G),
the closer G is to a connected graph. Note that, even when G
is not completely connected, the nPWC(G) is proportional to
the fraction of node pairs that are connected by at least one
path.
D. Multi-Objective Optimization

C. Pairwise Connectivity
We now discuss an index, namely pairwise connectivity
(PWC) [4], [10], that captures the overall degree of connectivity of a graph.
Definition 1. The PWC is the number of distinct node pairs
connected by a path over G, i.e.,
PWC(G) =

1
2 v ,v
i

∑

j ∈V,vi 6=v j

p(vi , v j ),

(1)

Given a vector x ∈ {0, 1}n representing n decision variables,
an MOO problem can be expressed as follows
subject to x ∈ F ,
(3)
where k ≥ 2 and the i-th objective is given by fi (x) : Rn → R,
while f (x) : Rn → Rk is the multi-objective function. The set
F represents the set of admissible solutions for the problem
at hand. Moreover, the multi-objective space is defined as
Z = {z ∈ Rk : ∃ x ∈ F , z = f (x)}.
min f (x) = min [ f1 (x), f2 (x), . . . , fk (x)]T ,
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Within a MOO problem, therefore, the aim is to select an
admissible solution x that minimizes at the same time all the
different objectives fi . Let us consider a solution x∗ for which
all the objectives fi (x∗ ) are simultaneously minimized, and let
us denote the associated multi-objective vector f (x∗ ) by zid .
Notice that, when there is no conflict among the objectives,
we can solve Problem (3) by solving k scalar problems, thus
obtaining zid as the ideal multi-objective vector. Due to the
conflicting nature of the objectives fi (x), however, it is realistic
to assume that zid ∈
/ Z . In most practical cases, therefore, there
is a need to overcome the above naive definition of an optimal
solution; a typical approach in the literature is to resort to the
theory of Pareto optimality [39].
Let za and zb ∈ Z ; we say that zb is Pareto-dominated by
za (za ≤P zb ) if: (i) zai ≤ zbi for each i = 1, 2, . . . , k and (ii)
zaj < zbj at least for a value of j ∈ {1, . . . , k}.
A solution vector x∗ ∈ F is a Pareto optimal solution if
there is no other solution x ∈ F such that f (x) ≤P f (x∗ ).
The Pareto front P is the set of all possible Pareto optimal
solutions x∗ for the problem at hand, while we denote by
P f ⊆ Z the set of values f (x∗ ), in the multi-objective space,
which correspond to each x∗ ∈ P.
Figure 2 shows an example of Pareto front with respect to
k = 2 objectives; we show via boxes the points belonging to
P f and via circles the dominated multi-objective vectors. As
an example, point C is dominated from both points A and B,
thus is not in the Pareto front.

C
f1

A
B

0

f2

Fig. 2. Example of Pareto front with respect to a problem with k = 2
objectvies. The points belonging to P f are shown with boxes while dominated
multi-objective vectors are shown via circles.

III. M ODELING ATTACKER ’ S B EHAVIOR
In this section we provide two complementary ways to
represent an attack to the network; then, we provide two
formulations to model the behavior of an attacker that has to
select which nodes to target in order to simultaneously maximize the damage dealt to the network in terms of reduction
of pairwise connectivity and minimize the cost of the attack.
These formulations will be the cornerstone for the definition
of metrics that characterize the vulnerability/robustness of the
different nodes and of the network as a whole. Before proceeding, we reiterate that, in the literature, formulations addressing
similar problems consider a scalar convex combination of
different objectives, while in this paper we focus on the simultaneous optimization of concurrent objectives (minimizing

the cost and maximizing the damage dealt in terms of PWC
reduction). Moreover, in the literature the typical approach is
to consider formulations with a large number of constraints
(e.g., in [12] O(|V |2 |E|) constraints are required) that are
linear in the choice variables, i.e., the typical approach is to
consider (Mixed) Integer Linear Programming formulations.
Conversely, in this paper we aim at providing formulations
that are suitable to be solved by an approximated solver (e.g.,
based on ant-colony optimization or other methodologies). To
this end, aside for their multi-objective nature, the proposed
formulations differ from traditional approaches. In particular,
the first formulation consists of a constrained optimization
problem, but with a limited number (i.e., O(|V | + |E|)) of
nonlinear constraints; instead, the second formulation consists
of an unconstrained (except for the requirement that the
variables must be Boolean) problem. We point out that the
first formulation is more descriptive of the inner structure of
the problem, while the second one is particularly suitable to
be solved by an approximated solver; in fact, the absence
of constraints implies that any randomly generated solution
will correspond to an admissible solution, thus preventing the
solver from performing expensive feasibility checks.
A. Encoding the Attack as a Partition Matrix
Let a graph G = {V, E} with n nodes and suppose that a
subset Vn of the nodes is attacked. Within the partition matrix
approach, we model the attack by focusing on the nodes that
are not targeted by the attacker. Specifically, we define n, possibly empty, partitions
V1 , . . . ,Vn of the node set V , i.e., subsets
T
of V such that Vi V j = 0/ for all i, j ∈ {1, . . . , n}, i 6= j and
S
V = i=1,...,n Vi . Specifically, the partition Vn represents the set
of attacked nodes, while partitions V1 , . . . ,Vn−1 represent nodes
corresponding to the n − 1 (possibly empty) connected components of the graph G0 = {V, E 0 } obtained as a result of the
attack, i.e., such that E 0 = {(vi , v j ) ∈ E : vi 6∈ Vn and v j 6∈ Vn }.
in other terms, E 0 is the subset of the edges of E that are not
incident to the attacked nodes.
We notice that some associations of the nodes in V to
the partitions might not correspond to a meaningful attack
configuration, since the nodes associated to different partitions
should not be connected by a path in the graph G0 (otherwise,
they would belong to the same component). In order to
focus on meaningful attacks, in the following we provide a
condition to determine whether an associations of the nodes
to the partitions corresponds to a well-defined attack, which
we define as follows.
Definition 2 (Well-defined attack). Let G = {V, E} be an
undirected graph with n nodes and suppose that the nodes
in V have been partitioned in V1 , . . . ,Vn , where Vn represents
the attacked nodes. Moreover, let G0 = {V, E 0 } be the graph
obtained from G as a result of the attack. The partitions
V1 , . . . ,Vn correspond to a well defined attack if: (a) each
va ∈ V is associated to exactly one partition V1 , . . . ,Vn ; (b)
for all va , vb ∈ V with a 6= b and for all i, j ∈ {1, . . . , n − 1}
with i 6= j it holds
va ∈ Vi , vb ∈ V j , ⇒ (va , vb ) 6∈ E.

(4)
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In other words, a well defined attack is such that each node is
associated to at most one partition (otherwise it is attacked)
and no two nodes in different partitions are connected by an
edge (otherwise, the two nodes would be in the same partition).
The partitions V1 , . . . ,Vn−1 are the cornerstone for the representation of the attack; specifically, we consider the Boolean
variables yi j such that yi j = 1 if node vi belongs to the partition
V j and yi j = 0, otherwise, and we denote by Y ∈ {0, 1}n×(n−1)
the n × (n − 1) partition matrix having yi j at its (i, j)-th entry.
Let us now provide a condition to verify whether a partition
matrix Y corresponds to a well-defined attack; as discussed
later, such a condition directly translates into one of the
constraints of the proposed formulation.
Proposition 1. Let G = {V, E} be an undirected graph with n
nodes and let Y ∈ {0, 1}n×(n−1) be a partition matrix. Matrix
Y corresponds to a well-defined attack if and only if the vector
x(Y ) = 1n −Y 1n−1

(5)

is Boolean, i.e., x(Y ) ∈ {0, 1}n and for all (va , vb ) ∈ E it holds
!
!
!
n−1

1 − ∑ yai ybi
i=1

n−1

n−1

∑ yai

i=1

∑ ybi

= 0.

(6)

i=1

Proof. See Appendix.
B. Encoding the Attack as an Attack Vector
Let us now provide a different way to represent an attack
focusing on the attacked nodes; to this end, let us now provide
the following definition.
Definition 3 (Attack Vector). Let G = {V, E} be an undirected
graph and let us define for each vi ∈ V a Boolean variable xi
such that xi = 1 if node v j is attacked and xi = 0, otherwise.
The attack vector x ∈ {0, 1}n is the stack of all variables xi .
We point out that the attack vector x can be the basis to
express the PWC in a closed form, as demonstrated by the
following theorem.
Theorem 1. Let us consider a graph G = {V, E} with n nodes
and an attack vector x ∈ {0, 1}n . Moreover, let us denote
by G0 the graph obtained from G as a result of the attack
(i.e., obtained by removing the edges that are incident on the
attacked nodes). It holds

1
(7)
PWC(G0 ) = 1Tn Ã(x) − In 1n
2
where
!
n−1

Ã(x) = sign

∑ Âh (x)

,

h=1

Â is an n × n matrix such that
Âi j (x) = (1 − xi )(1 − x j )Ai j ,

(8)

and Ai j is the (i, j)-th entry of the adjacency matrix associated
to the graph G.
Proof. See Appendix.

The above theorem provides an operative procedure for
calculating the PWC. The following proposition characterizes
the computational complexity of such a procedure.
Proposition 2. Let us consider a graph G = {V, E} with n
nodes and an attack vector x ∈ {0, 1}n . Moreover, let us denote
by G0 the graph obtained from G as a result of the attack.
The PWC(G0 ) can be computed according to Eq. (7) with a
computational complexity O(n3.373 ).
Proof. See Appendix.
The following remark collects the main features of the
attack vector and compares them with those of the partition
matrix; a summary of such a comparison is provided in Table I.
Remark 1. We point out that a given attack to G is univocally
determined by the attack vector x, while there are several
partition matrices that correspond to the same set of attacked
nodes. Moreover, each attack vector x ∈ {0, 1}n corresponds
to a meaningful attack, and there is no need to check for welldefinedness as in the case of partition matrices Y (in the latter
case there is a need to check for |V | + |E| constraints, i.e., we
need to verify that each node belongs just to one partition
and that each edge in the graph G0 obtained as a result of the
attack has endpoints belonging to the same component). We
also point out that the attack vector requires only |V | Boolean
variables, compared to O(|V |2 ) Boolean variables necessary
to encode an attack in the case of partition matrices. Finally,
we note that any partition matrix Y encoding a well-defined
attack can be converted into an attack vector via Eq. (5).
TABLE I
M AIN FEATURES OF TWO ALTERNATIVE APPROACHES TO ENCODE
ATTACKS AND TO COMPUTE THE PWC AFTER THE ATTACK .

Meaning
Variables
Constraints
Additional Features
Suggested Usage

Partition Matrix Y

Attack Vector x

node vi in partition V j

node attacked or not attacked

|V |2

Booleans

|V | Booleans

|V | + |E|

none

more descriptive

can be used to compute PWC

Gain insights on the inner
structure of the problem

Approximated solution

C. Multi-Objective Formulation of Attacker’s Behavior
We now provide two interchangeable multi-objective formulations for modeling the attacker behavior that are based on
the partition matrix Y and on the attack vector x, respectively.
To this end, let us consider an undirected graph G = {V, E},
and let us encode an attack to G by means of an attack vector
x or a partition matrix Y . In the latter case, let us denote by
x(Y ) the attack vector obtained from Y via Eq. (5). In any
case, let us denote by G0 the graph obtained by G as a result
of the attack.
We reiterate that the attacker has two conflicting objectives,
in that it aims at minimizing the connectivity of the network
after the attack and at keeping the cost of the attack to
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a minimum. Specifically, we model the connectivity of the
network in terms of the nPWC of the graph after the attack,
i.e., we consider the objective f1 = nPWC(G0 ). Note that, in
the following, we use fip and fia to denote the i-th objective
computed based on the partition matrix Y or the attack vector
x, respectively. In particular, if we consider the partition matrix
Y , the first objective corresponds to

1
f1p (Y ) = nPWC(G0 ) =
1Tn Ã(x(Y )) − In 1n ,
n(n − 1)
where x(Y ) is the attack vector obtained from Y via Eq. (5).
Similarly, if we encode the attack via an attack vector x, the
first objective corresponds to

1
1T Ã(x) − In 1n .
f1a (x) =
n(n − 1) n
where the last equation follows from the definition of nPWC
and from Theorem 1. Moreover, we consider a second objective f2 that represents the cost associated to attacking each
node vi , normalized by the sum of the attack cost ci ≥ 0 of
the nodes vi ∈ V .
Let c ∈ Rn be the stack vector collecting the attack costs ci .
If we consider a partition matrix Y we model the cost of the
attack in terms of an objective f2p (Y ) = cT x(Y )/1Tn c,, while
we write f2a (x) = cT x/1Tn c if we consider an attack vector x.
Notice that the normalization term 1Tn c is introduced so that
the objectives are comparable, as they both assume values in
[0, 1].
We now provide the two formulations. In the case of a
model based on the partition matrix Y , we formulate the
attacker in terms of the following MOO problem.
Formulation 1 (Partition Matrix Formulation).
 p
T
f1 (Y ), f2p (Y )
min

particularly adequate for solving the problem in an approximate way, since the absence of constraints implies that it
is straightforward to generate admissible solutions. However,
we point out that in both formulations, there is no need to
specify a hierarchy between the objectives nor to gain prior
information about the psychology of the attacker. It should
T
be further noted that, for the problem at hand, zid = 0 0
corresponds to an ideal attack where the network is completely
disconnected without attacking any node; therefore, it is evident that zid 6∈ F .
We point out that there are, in principle, 2n×(n−1) possible
choices for Y , but not all such solutions are admissible.
However, since the set of all possible x(Y ) coincides with
the set of all possible attack vectors x, there are at least 2n
admissible solutions. Similarly, in the case of attack vector
formulation, since any choice of x ∈ {0, 1}n is admissible,
it follows that in this case there are 2n admissible solutions.
In both formulations, therefore, the set of admissible solution
grows exponentially with the number of nodes, thus calling
for an approximated way to find the Pareto front, as discussed
in the next section.
IV. E VALUATING N ETWORK ROBUSTNESS
Having introduced the proposed model of the attacker’s
behavior, In this section we develop two novel indices to
measure the robustness/criticality of a network as a whole and
of its nodes. We remark that such indices do not dependent
upon the particular MOO formulation considered, i.e. they can
be either based on the attack vector x or on the vector x(Y )
that is obtained from the partition matrix Y . Therefore, without
loss of generality, we express the indices as a function of the
attack vector x.

Y ∈{0,1}n×(n−1)

A. Global Robustness Index

s.t.
n−1

n−1

n−1

(1 − ∑ yai ybi )( ∑ yai )( ∑ ybi ) = 0, ∀(va , vb ) ∈ E
i=1

i=1

i=1

n−1

∑ yi j ∈ {0, 1},

∀vi ∈ V.

j=1

(9)
Note that the first set of constraints enforces that the
endpoints of the edges in G0 belong to the same partition,
while the second set of constraints guarantee that each node
belongs to at most one partition (otherwise, it is attacked);
overall, the simultaneous enforcing of the first and second set
of constraints guarantees that, by Proposition 1, Y corresponds
to a well-defined attack.
Conversely, when we consider an attack vector x we model
the attacker’s perspective in terms of the following MOO
problem
Formulation 2 (Attack Vector Formulation).

T
min f1a (x), f2a (x) .
x∈{0,1}n

Suppose that the above MOO problem has been solved,
identifying the Pareto front composed of m solutions; we
reiterate that P and P f denote, respectively, the set of
solutions in the Pareto front and the set of solutions in the
objective space, i.e., the values assumed by the objective
functions f1 and f2 associated to each solution in the Pareto
front. We characterize the global robustness of the network in
terms of the area under1 the linear interpolation of the points
z1 , . . . zm ∈ P f in the objective space2 which correspond to
the solutions in P. Let us denote by zi,1 and zi,2 the value of
a point zi in the objective space according to the first objective
(nPWC) and the second objective (attack cost), respectively,
and let us assume that the points in P f are ordered by
ascending value of attack cost3 . Notice that, for any graph
G, a solution where no node is attacked can not be dominated
and thus belongs to the Pareto front. Similarly, there is always
a subset of the nodes which, if attacked, reduce the PWC to
1 We

(10)

Notice that, as discussed above, the latter formulation is

consider Cartesian axes intersecting at the origin [0, 0]T .
the pseudocode of Algorithm 1, we model this procedure via the
function GetParetoFrontOb jectiveSpace(G, c).
3 In the pseudocode of Algorithm 1, we model this procedure via the
function sort(P f ).
2 In
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zero; this choice, again, corresponds to a solution that belongs
to the Pareto front.
We define the Global Robustness Index Γ as the area under
the polygonal chain connecting the points in the Pareto front
via trapezoidal integration, i.e.,
Γ=

1 m
∑ (zi,2 + zi+1,2 )(zi+1,1 − zi,1 ).
2 i=0

(11)

The pseudocode of such a procedure is reported in Algorithm 1.
Algorithm 1 Global Robustness Index Calculation
procedure GlobalRobustnessIndex(graph G, attack costs c)
. Approximated Pareto front (in the objective space)
P f ← GetParetoFrontOb jectiveSpace(G, c);
. Sort zi = [zi,1 , zi,2 ]T ∈ P f by ascending attack cost zi,2
{z1 , . . . , zm } ← sort(P f )
. Compute Γ via Trapezoidal Integration
1 m
Γ ← ∑ (zi,2 + zi+1,2 )(zi+1,1 − zi,1 ).
2 i=0
return Γ
As discussed in the introduction, the larger is Γ, the more
the solutions in the Pareto front, overall, have high cost. Thus,
large values of Γ imply that the attacker is not able to deal
large damage, or can deal a large damage only at a high cost.
Conversely, a small value of Γ implies that the solutions in
the Pareto front result in small values for both the objectives,
i.e., the attacker is likely to deal large damage, even when the
attack has a negligible cost.
We notice that, for a fixed number n of nodes, it is nontrivial
to find the graph having the maximum possible Γ, since such
an index is strongly dependent on the attack costs. However, in
the case of equal costs, we now show that the complete graph
has the largest possible Γ, thus providing a term of comparison
in order to evaluate the robustness of sparser graphs.
Theorem 2. Let G be an undirected graph with n nodes and
suppose all costs ci are equal. It holds
Γ≤γ =

n−2
1
∑ (n − k − 1)2
n2 (n − 1) k=0

and Γ = γ for G = Kn .

Algorithm 2 Node Criticality Index Calculation
procedure GlobalRobustnessIndex(graph G, attack costs c)
. Approximated Pareto front
P ← GetParetoFront(G, c);
for i = 1, . . . , n do
. Compute sets Pi featuring xi = 1 or xi (Y ) = 1.
Pi ← {x ∈ P | xi = 1 or xi (Y ) = 1}.
. Compute Node Criticality Index χi
i|
χi = |P
|P| .
return [χ1 , . . . , χn ]T

The pseudocode for the computation of such index is given
in Algorithm 2.
The above index assigns larger criticality to those nodes vi
that are often attacked in the solutions in the Pareto front,
while the criticality of a node is small if it is attacked in few
of the solutions in the Pareto front. Notice that, in spite of
other network indexes as node degree, betweenness, or the
eigenvector centrality, the criticality index can be considered
as an holistic parameter able to capture the global relevance of
a node in the network in the presence of the concurrent failure
of an arbitrary number of nodes. Moreover, as discussed in the
next subsection, the above index is useful to design an effective
defensive strategy.
C. Defense Strategy based on Node Criticality Index
As noted above, the node criticality index can be the basis
to guide the decision-maker in the protection of the different
sites. In fact, if the nodes are protected in a way such that the
cost of the attack becomes proportional to the node criticality
index, then we expect the global robustness index to improve.
Let us consider a scenario where a decision-maker calculates the indices χi considering equal attack costs and then
implements protection strategies spending a (monetary, etc.)
effort on each node that is proportional to its criticality χi .
Specifically, we assume that, by doing so, the attack costs are
no more equal, but instead it holds
χi
ci = n
,
(12)
∑i=1 χi
i.e., the cost of attacking a node vi is proportional to the
node criticality index χi for equal attack costs. The effect

Proof. See Appendix.
1
2

3
11

B. Node Criticality Index
4

We estimate the criticality of a node in terms of the
frequency with which it is a target for an attack in the solutions
belonging to the Pareto front. Therefore, we define the node
criticality index χi for a node vi as χi = |Pi |/|P|, where P
is the set of solutions in the Pareto front4 and Pi is the subset
of solutions in the Pareto front where node vi is attacked, i.e.,
Pi = {x(Y ) ∈ P | xi (Y ) = 1} in the case of Formulation 1 or
Pi = {x ∈ P | xi = 1} in the case of Formulation 2.
4 In the pseudocode of Algorithm 2, we model this procedure via the
function GetParetoFront(G, c).

5
8

117
12

6

14
13

29 113
31
28

32
114 115
27

39

33

18 19
17
30

9

15

16

7

34

40

41

24
70

10
25
26

55

58
57

51
50

48

63
67

65
66

64
61
62

68 69
72

59

49

73

22
23

56

52

47

46

21

54

53

45

35 36

20

42
43
44

37
38

71

60

116
74

118 76

75

77

78 79
80

81

97

96
98

82
83
84
85 88

95 94
93
92
102
91

89

86
90

99
100
101

103

106
107
104 105
108
109
110
112
111

87

Fig. 3. IEE118 Bus Test Case topology [37]. The node size is proportional
to its degree.
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V. C ASE S TUDIES
In this section we numerically demonstrate the effectiveness
of the proposed approach by considering two remarkably different network topologies as case studies, namely the IEEE118
[37] power network and the USAir97 network [38], i.e., the
US airline network as it was in 1997.
A. Case Study: IEEE118 Power Network
In this first case study, we apply the proposed framework
considering the IEE118 power network5 [37], [42] (see Figure
3), i.e., a graph with n = 118 nodes and |E| = 179 links.
We now discuss the solvability of the problem modeled in
Formulations 1 and 2 via an approximated solver. Specifically,
we compare two different multi-objective optimization solvers:
NSGA-II [43] and MIDACO [35], [36].
We point out that the two solvers considered have remarkably different features. NSGA-II implements an evolutionary
solution selection process, via operations like cross-over and
mutation. Conversely, MIDACO is based on a mixed-integer
extension of the Ant Colony Optimization (ACO) metaheuristic, combined to multi-kernel Gauss probability functions;
within MIDACO the constraints are handled with the oracle
penalty method (see [44] for more details).
In Figure 4 we compare the performances achieved by approximating the solution of the two formulations using NSGAII and MIDACO. In particular, since the area of the Pareto
front found by the two solvers tends to be reduced as new nondominated solutions are found, we evaluate the performances
in terms of Global Robustneness index Γ over a 24 hours
iteration on a machine equipped with a 2 × 2.66 GHz 6-Core
Intel Xeon CPU and 32 GB RAM, and we compare them
with the Γ found after 45 days of calculations on the same
machine, using the attack vector formulation and MIDACO
solver. The results highlight that MIDACO is remarkably
more effective than NSGA-II on this type of application;
moreover, the approximated solution based on the attack
vector formulation converges remarkably faster than the one
5 Notice that we analyze this network only as a benchmark, without
considering its physical characteristics in terms of generators, loads, and power
flows.

0.5

Midaco Solver (attack vector)
NSGA-Algorithm (attack vector)
45 days Midaco Lower Bound
Midaco Solver (partition matrix)

0.45

Global Robustness Index

of such a strategy is twofold. From one side it improves
the global robustness index Γ raising up the Pareto front,
i.e., reducing the negative effects of an attack. On the other
side it contributes to “equalize” the criticality index associated
to the different nodes, i.e., it reduces the attractiveness of
the most relevant nodes. As a consequence, the attacker is
likely to have no preferential targets, since all nodes tend to
have similar relevance to him/her. We point out that such an
attacker/defendant approach has some points of contact with
a min-max Stackelberg game [40], [41], where the defendant
moves first and subsequently the attacker performs his choice
on the base of the strategy adopted by the defender; within
such a framework, a popular defense strategy is to minimize
the maximum negative consequences of any attack. Framing
our defensive approach in the context of Stackelberg games
represents a promising future work direction.

0.4
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6
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Fig. 4. MIDACO and NSGA-II comparison considering both constrained and
unconstrained formulations over IEEE118 Network.

based on the partition matrix formulation. Also, notice that
during the simulation NSGA-II algorithm was not able to
obtain admissible solutions while approximating the solution
of the partition matrix formulation. A potential reason for this
behavior might be the large-scale dimension (118 variables) of
the application, to which NSGA-II is not well suited. Based
on the above experimental results, in the remainder of this
section we carry out the computations using the formulation
based on attack vectors and MIDACO. However, we reiterate
that the proposed approach is essentially independent on the
particular solver adopted.
Let us now discuss the insights that can be gained from
the proposed indices. In Figure 5 we analyze the indices
developed in the previous section in the case of the IEEE118
network and we show the effectiveness of the defense strategy
based on the node criticality indices. According to Figure 5a,
where we show the criticality indices for equal attack costs,
we note that few nodes exhibit significantly larger criticality
with respect to the others. In more detail, we observe that three
nodes have a criticality index above 0.6 and only two nodes
(number 49 and number 100) above 0.7. A valuable insight
suggested by the proposed approach, therefore, is that such
nodes, being frequently attacked in the solutions belonging
to the Pareto front, need to be appropriately protected. By
inspecting the topology of this network, we note that the
removal of the nodes identified as most critical, indeed,
causes the disconnection of the graph in several partitions.
In particular, node 100, if removed, disconnects 10 nodes
from the network. However, the high criticality associated
to node 49 is less intuitive to identify, because its removal,
alone, does not generate disconnected components. In fact,
we reiterate that, in the proposed approach, the criticality
of a node is evaluated in an holistic perspective considering
different attackers’ strategies. Thus, the focus of the proposed
methodology is on the nodes that are preferred by the attacker,
rather than on the damage dealt by the deletion of a single
node. This claim is supported by the results in Table II, where
we show the Kendall’s correlation coefficient6 [45] among the
rankings obtained according to the proposed node criticality
indices and to traditional network descriptors, such as degree,
betweenness or eigenvector centrality. According to the table,
6 The Kendall’s correlation coefficient τ can be interpreted as a measure
of the degree of shuffling of two vectors containing the same elements; in
this view, τ = 1 implies that the rankings are almost the same, while τ = −1
models a situation where the rankings are in reverse order. The closer is τ to
(minus) one, therefore, the more the two rankings are (anti-) correlated, while
the closer is τ to zero the more the two rankings are independent.
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Fig. 5. Proposed indices over the IEEE118 network. Panel (a): node criticality index in the case of equal attack costs. Panel (b): node criticality index when
the attack costs are proportional to the node criticality indices calculated for equal attack costs. Panel (c): area under the Pareto front obtained for equal attack
costs (in blue) and for costs that are proportional to the node criticality indices (union of the blue and green areas). For comparison reasons the Pareto front
of the complete graph K118 is reported with a red dashed line.

TABLE II
K ENDALL’ S RANK CORRELATION COEFFICIENT τ BETWEEN THE
RANKINGS OBTAINED ACCORDING TO THE PROPOSED INDEX χi AND TO
TRADITIONAL CENTRALITY MEASURES ( I . E ., DEGREE , BETWEENNESS
AND EIGENVECTOR CENTRALITY ) FOR THE IEEE118 CASE STUDY.
τ
χi
Betweenness
Degree
Eigenvector Centrality

χi
1
*
*
*

Betweenness
0.0563
1
*
*

Degree
−0.0618
−0.1838
1
*

Eigenvector Centrality
−0.0380
−0.0378
0.1261
1

it can be noted that the proposed metric exhibits almost no correlation with other metrics, thus suggesting that the proposed
index represent, indeed, novel information that is not easily
captured by other approaches. Let us now demonstrate the
effectiveness of the defense strategy discussed in Section IV-C,
based on the node criticality index. Specifically, we assume to
invest on protection measures in a way proportional to χi ,
consequently, the attack cost is not uniform for all the node
but, as illustrated in Eq. (12), it is higher for the nodes with
large criticality index. In this configuration, the attacker is
dissuaded to attack nodes with high attack costs. Specifically,
the new criticality indices are reported in Figure 5b. Moreover,
in Figure 5c we show the areas under the Pareto fronts
obtained for equal attack cost (in blue) and for attack costs
proportional to the nodes criticality indices (the sum of the
blue and the green areas). According to the figure, we observe
a relevant increase in Γ as a result of the adopted protection
strategy; in particular the Global Robustness index moves from
Γ = 0.0607 in the case of equal costs to Γ = 0.1014 (i.e.,
+67.05%) in the case of costs proportional to the original
node criticality indices. Notice that such a large increase in
the network robustness is achieved at invariant overall costs,
i.e., ∑ni=1 ci remains constant; the proposed defense strategy,
in fact, considers a smarter allocation of the available defense
resources. Moreover, as emphasized by comparing the critical

indices in Figures 5a and 5b, it is evident that, in the latter
case, the peaks are reduced and the nodes exhibit similar levels
of criticality. This suggests that the proposed defense strategy
has the effect to reduce the differences in the attractiveness of
the nodes, thus greatly reducing the interest of the attacker to
target the most relevant nodes.
B. Case Study: US Airline Network as it was in 1997
In order to provide insights on the key differences between
the proposed indices and traditional topological descriptors,
and in order to inspect the effectiveness of the proposed
approximation strategy, we now consider as a case study
the US Airline Network as it was in 1997 [38]. Within this
network, reported in Figure 6, the n = 332 nodes represent
the US airports and the m = 2126 edges represent a direct
flight route between two airports. This network, in addition to
being larger than the IEE118 network, is also charachterized
by a different topological configuration: as shown in Figure
6, such a network consists of a core of hubs, i.e., nodes
with high degree, while the remaining nodes have rather few
connections.
In order to highlight the effectiveness of the proposed
approach, we now compare the node criticality indices against
the major topological descriptors of the importance of the
nodes (i.e., degree, eigenvector centrality and betweenness).
Specifically, in Table III we list the 20 most relevant nodes
according to the degree, betweenness, eigenvector centrality
and node criticality indices (in the case of equal attack costs);
we point out that the ranking of the nodes is remarkably
different. Such a difference is also highlighted by Figure 7,
where we report the distribution of the indices for the different
nodes in the network.
In order to validate the proposed defensive strategy, we compare in Figure 8a the Pareto fronts and the Global Robustness
indices obtained when the nodes in the network are protected
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Fig. 6. The US Airline Network as it was in 1997 [38]. The node size is proportional to its degree. The nodes color are related to the critical indices computed
considering equal attack costs (panel (a)), and attack costs proportional to the critical indices (panel (b)).
TABLE III
T OP 20 RELEVANT NODES OF USA IR 97 N ETWORK IN TERMS OF NODE DEGREE , BETWEENNESS , EIGENVECTOR CENTRALITY, AND CRITICAL INDEX .
Node ID
52
64
18
282
234
49
71
199
73
265
215
231
125
55
232
262
172
273
222
211

Airport
Chicago
Dallas
Atlanta
StLouis
Pittsburgh
Charlotte
Denver
Minneapolis
Detroit
SanFrancisco
Newark
Philadelphia
Houston
Cincinnati
Phoenix
SaltLakeCity
LosAngeles
Seattle
Orlando
Nashville

Degree
139
118
101
94
94
87
85
78
70
68
67
62
62
61
60
59
59
57
56
56

Node ID
52
13
64
265
273
282
18
234
124
28
199
49
262
71
238
172
73
232
117
125

Airport
Chicago
Anchorage
Dallas
SanFrancisco
Seattle
StLouis
Atlanta
Pittsburgh
Honolulu
Bethel
Minneapolis
Charlotte
SaltLakeCity
Denver
Portland
LosAngeles
Detroit
Phoenix
Guam
Houston

Betweenness
11376.6251
9288.35878
8366.77448
5146.29694
5069.27588
4453.66299
3904.95499
3785.08517
3720.73827
3566.33333
3558.45699
2964.93655
2662.49699
2496.46029
2381.67659
1918.64971
1753.1415
1407.5583
1308.5
920.726191

Node ID
52
64
18
282
234
49
73
199
71
215
55
231
222
211
125
37
22
172
232
57

in a way that is proportional to the degree, eigenvector centrality, betweenness7 and node criticality indices. Specifically,
Figure 8a shows the Pareto front and the value of Γ obtained
as a result of each defense strategy. According to the figure,
we observe that protecting the nodes based on the node
criticality indices is more effective than resorting to classical
topological descriptors; in fact, the area underlying the Pareto
front, i.e., the global robustness index Γ, is rather unchanged
7 Since the betweenness of leaf nodes, i.e., nodes with degree equal to one,
is equal to zero, in order to avoid attack costs equal to zero, we replace their
betweenness with one, which is small compared to the betweenness of nonleaf nodes. However the results obtained are quite similar to those obtained
for the original betweenness.

Airport
Chicago
Dallas
Atlanta
StLouis
Pittsburgh
Charlotte
Detroit
Minneapolis
Denver
Newark
Cincinnati
Philadelphia
Orlando
Nashville
Houston
Boston
Baltimore-Washington
LosAngeles
Phoenix
Cleveland-Hopkins

Eigenvector Centrality
0.02070093
0.01906758
0.01879669
0.01758506
0.01751466
0.01695598
0.01647662
0.01607747
0.01584247
0.01583406
0.01545844
0.01518815
0.01497688
0.01442441
0.01438586
0.01425788
0.0140217
0.01380031
0.01356733
0.01353207

Node ID
13
64
273
234
52
265
282
280
124
238
199
73
262
90
18
212
184
134
101
66

Airports
Anchorage
Dallas
Seattle
Pittsburgh
Chicago
SanFrancisco
StLouis
Spokane
Honolulu
Portland
Minneapolis
Detroit
SaltLakeCity
Erie
Atlanta
NatronaCounty
McGheeTyson
JamesMCoxDayton
FresnoAirTerminal
TruaxFie

Critical Index
0.94736842
0.87719298
0.73684211
0.54385965
0.49122807
0.45614035
0.43859649
0.42105263
0.42105263
0.40350877
0.40350877
0.40350877
0.38596491
0.38596491
0.36842105
0.35087719
0.35087719
0.35087719
0.35087719
0.35087719

in the case of protection strategies based on degree and
eigenvector centrality (Γ = 0.1802 for the unitary attack costs,
while Γ = 0.1984 for the degree and Γ = 0.1882 in the case
of eigenvector centrality), and is remarkably reduced while
considering the betweenness (i.e., Γ = 0.1147); conversely, we
notice a relevant improvement in the case of costs that are
proportional to the original criticality indices (i.e., we obtain
Γ = 0.2225). Such results are also highlighted by Figure 8b,
where we report the variations in percentage of the global
robustness index with respect to the original configuration (i.e.,
with respect to the case of equal attack costs). In particular
we point out that, despite the betweenness distribution and
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centrality.
C. Effectiveness of the Proposed Approximation Scheme
(a)

(b)

(c)

(d)

Fig. 7. Node degree, eigenvector centrality, betweenness, and critical index
(in the case of unitary attack costs) for the USAir97 Network.

critical index distribution share 13 out of the 20 most relevant
nodes (see Table III), the adoption of a protection strategy
based on the betweenness causes a degradation of the network
robustness.
A rationale for this can be inferred observing Figure 7.
Classical indexes, by focusing on the particular role of a
node in the network, tend to give emphasis to the hubs, thus
attributing large part of the protection budget to the those that
seems very relevant nodes, leaving not adequately protected
the other nodes (this is particularly evident in the case of the
betweenness, where some node are thousands of times more
important than others). On the contrary, the node criticality
index exhibits an holistic perspective: even if it emphasizes
the criticality of particular nodes, it attributes a non-negligible
relevance to each node in the network (see Figure 7); hence,
a protection strategy based on such an index has the ability to
protect, to some extent, all the nodes.
In more detail, we analyze in Figure 6 the results of the
proposed defense strategy, where we use a colormap to represent the criticality of each node in the network, considering
equal attack costs (left) and attack costs proportional to the
node criticality indices (right); the degree of each node is
represented by the width of the node (the larger is the node,
the larger is its degree). In the left panel of Figure 6 we
observe the presence nodes with an high critical index, and we
point out that such a criticality is not necessarily associated
to large degree. Let us highlight an insight provided by the
proposed methodology that would have not been understood
by using traditional metrics. In fact, we observe that the most
critical node according to the node criticality indices is the
Anchorage airport (see Table III), which is not a large hub
(i.e. it has comparatively small degree), but it is essential
for each flight between the USA and Alaska. As shown by
the colormap on the right, the proposed defense strategy has
the effect to uniform the attractiveness of the different nodes,
i.e., from the attacker perspective the nodes became of almost
equal relevance (the only exception is the node 13–Anchorage
due to its peculiar position in the network). As mentioned
before, this represents an effective choice for the defendant,
since it reduces the potential impact of any attack (this is also
supported by the increase in Γ as a result of the protection
strategy). We reiterate that the proposed methodology is able
to emphasize elements that are not adequately captured by traditional metrics such as degree, betweenness or the eigenvector

To conclude this section, we provide a simulation campaign
aimed at demonstrating the effectiveness of our approximation
the Pareto front. To this end, let χ N be the vector of critical
indices computed by the optimization solver after N evaluations.
In Figure 9 we compare the node criticality indices obtained
as a function of the number of evaluations/iterations within
MIDACO solver; specifically, we show for selected iterations
the resulting criticality indices and we compare them in the
rightmost plot. In more detail, the comparison is done by
computing for each vector χ N of critical indices, an index
1
φ N = kχ N − χ 1M k2 ,
n
that is the difference in square Euclidean norm between χ N
and the vector χ 1M corresponding to the criticality indices
obtained for one million evaluations; the index is normalized
by n = 332, so that φ N ∈ [0, 1], where φ N = 1 means that
the two vectors are completely different and φ N = 0 means
they are the same vector. According to the figure, the index
φ N tends to zero as N grows, and assumes quite small
values after just N = 1000 evaluations; this suggests that the
proposed approach is quite effective in approximating the ideal
criticality indices in reasonable time.
To conclude, we point out that the proposed approximated
way of computing the Pareto front is quite effective, and the
availability of the theoretical Pareto front, obtained by solving
exactly either of the proposed formulations, is not mandatory
in order to gain meaningful insights on the criticality of
the nodes and of the networks as a whole, and in order to
implement effective protection strategies.
VI. C ONCLUSIONS
In this paper we provide a multi-objective optimization
framework to assess the level of robustness/vulnerability of a
network and its nodes with respect to attacks aiming at dealing
large damage while keeping the cost of the attack as small
as possible. Without making assumptions on the psychology
of the attacker, we follow a multi-objective approach and we
consider the Pareto front of the possible solutions, looking
for the attack patterns that correspond to different tradeoffs between the conflicting objectives of the attacker. Based
on such a framework, we develop novel indices, namely
Global Robusteness Index and Node Criticality Indices, that
characetrize the robustness of the network as a whole and
the criticality of the nodes, respectively. Specifically, we
characterize the overall robustness of the network in terms
of the area underlying the Pareto front, and the criticality of
each node in terms of the fraction of times a solution in the
Pareto front corresponds to an attack strategy where such a
node is attacked. Since the exact knowledge of the Pareto front
might not be easily obtained in practical scenarios, we consider
an approximated ant-colony solver, namely MIDACO solver
and we show its effectiveness by comparing it with a popular
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n−1
it holds ∑i=1
yai ybi = 1 if va and vb are not attacked and
n−1
∑i=1 yai ybi = 0, otherwise; moreover, for all va ∈ V it holds
n−1
∑n−1
i=1 yai = 1 if va is not attacked and ∑i=1 yai = 0, otherwise.
Since we assumed the attack is well defined, no two nodes in
different partitions are connected by a link; in other words one
of the following two events must occur: (i) va and vb are in
the same partition; (ii) either va or vb (or both) are attacked.
Overall, we note that such condition is verified if and only if
Eq. (5) holds true.
⇐ Suppose that x(Y ) ∈ {0, 1}n and that Y satisfies the
constraint in Eq. (6). In this case, we note that each node
is associated to just one partition (or is attacked), hence it
holds x` (Y ) = 1 − ∑n−1
i=1 y`i , i.e., xa (Y ) = 1 if and only if va is
attacked. As a consequence, Eq. (5) can be rearranged as
!

(b)
Fig. 8. Panel (a): comparison of Pareto fronts considering attack costs
proportional to node degree, betweenness, eigenvector centrality, and critical
index. Panel (b): percentage of variation of the global robustness index by
adopting different protection plans respect to the unitary cost case.

solver, namely NSGA-II, and by verifying experimentally
that the approximated Pareto front exhibits fast convergence
to the real one, thus justifying the proposed approximation
scheme. Moreover, we show that the proposed node criticality
index can be useful guide for prioritizing the protection of
the different nodes in the network; in fact, the experimental
results in this paper suggest that, by protecting the nodes
in a way that is proportional to their node criticality index,
we are able to concretely increase the overall robusteness
of the network with respect to any attack’s strategy. Notice
that this property is obtained by reducing the attractiveness
of the most critical nodes, hence minimizing the maximum
impact of any attack strategy with prescribed attack cost.
We validate the proposed approach with respect to two real
world networks, namely the IEE118 power network and the
network of air flights in USA as it was in 1997. Future work
will aim at applying the proposed methodology to multi-layer
or hierarchical networks and to adopt this framework as a
support for the optimal re-design of the network. Moreover
we will inspect the possibility to model the damage dealt by
the attacker in terms of the reduction of flow over the network
(e.g., for power or gas networks). A last envisaged future
research direction is to frame the proposed defense strategy
in the context of Stackelberg games [40], [41].
A PPENDIX : P ROOFS
Proof (Proof of Proposition 1). ⇒ Suppose that Y corresponds
to a well defined attack. By definition, Y corresponds to
an association of the nodes to the partitions where each
node is associated to at most one partition, hence we conclude that x(Y ) ∈ {0, 1}n . Note that, for all (va , vb ) ∈ E

By Definition 2, the partition matrix Y encodes a well-defined
attack if and only if ∑n−1
i=1 yai ybi = 1 or either va or vb (or
both) are attacked, i.e., if and only if Eq. (13) is satisfied. We
conclude therefore that conditions (5) and (6) are necessary
and sufficient for Y to encode a well-defined attack. This
completes our proof.
.
Proof (Proof of Theorem 1). We point out that, by Eq. (8),
it holds Âi j (x) = 1 if and only if there is a link (vi , v j ) ∈ E
and neither vi nor v j have been attacked. Therefore, matrix
Â(x) represents the adjacency matrix associated to G0 , i.e.,
the adjacency matrix after the attack has been carried out
and all links incident to the nodes having xi = 1 have been
removed. It is well known [46] that the (i, j)-th entry of the
h-th power of the adjacency matrix of a graph G0 is equal to
the number of paths of length h between vi and v j over G0 .
Therefore, since a path has at most length n − 1, the entry
Ãi j (x) for i 6= j is equal to one if there is a path from vi
to v j and is equal to zero otherwise. Note that, for n > 1,
there must be at least one path of length 2 between any
node vi and itself; hence, the diagonal entries Âii (x) = 1 for
all vi . Therefore, the sum of the entries of matrix Ã(x) − In
corresponds to the number of pairs of nodes connected by
a path, counting each pair twice. Hence, we conclude that

1
1
PWC = ∑ni=1 ∑nj=1 , j6=i Ãi j (x) = 1Tn Ã(x) − In 1n , which is
2
2
the thesis. This completes our proof.

Proof (Proof of Proposition 2). The complexity of square n×n
matrix multiplication is known to be O(n2.373 ) [47]. Since the
computation of the PWC via Eq. (7) is done by performing
n − 1 matrix multiplications, the computational complexity is
O(n3.373 ). This completes our proof.

Proof (Proof of Theorem 2). Notice that, over a complete
graph, the removal of all the links incident to any node
corresponds to the loss of n − 1 connections, and the resulting
PWC becomes PWC(Kn−1 ). Similarly, the removal of all the
links incident to any m nodes correspond to a resulting PWC
that is PWC(Kn−m ). If all costs are equal to c, it holds
n  PWC(K ) i T
o
n−i
Pf =
s.t. i = 0, . . . n − 1 .
PWC(Kn )
n

13

Since the removal of any m nodes results in a complete graph
with n − m nodes, we can conclude that the resulting nPWC
when m nodes are removed is the largest possible nPWC for
all graphs with n nodes. Therefore, in the case of equal costs,
the value of Γ for Kn is an upper bound for any other graph
with n nodes. By Eq. (11), for a complete graph Kn we have
that



k+1 k
1 n−2 PWC(Kn−k ) PWC(Kn−k−1 )
+
−
=
γ= ∑
2 k=0 PWC(Kn )
PWC(Kn )
n
n
=

n−2
1
∑ (PWC(Kn−k ) + PWC(Kn−k−1 )) .
2nPWC(Kn ) k=0

Note that it holds PWC(Kn−k ) + PWC(Kn−k−1 ) = 2(n − k − 1)2
2
2
hence, it holds γ = ∑n−2
k=0 (n − k − 1) /(n (n − 1)). This
completes our proof.
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Fig. 9. Criticality indices obtained for different numbers of evolutions/iterations of the adopted solver and normalized square norm of the difference between
the different vectors and the one for one million iterations.
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